PEKOMEHJAIIMU KJIUEHTAM IO OBECIIEYEHUIO BE3OITACHOHN
PABOTbI
C CUCTEMOM «MutepueT-Bank»

B measix CHMKEHHMSI PMCKOB, BO3HUKAIOIIMX MPH OCYIIECTBICHWH B3aUMOJCUCTBUS C
CUCTEMOM JMCTAHIIMOHHOTO OaHKOBCKOTro oOciyxuBanus «MHTepHer-banky», moBoaum
uHpopMaIIo 0 HeOOXOIUMOCTU NMPUHATHS BaMu 10onoJHUTENbHBIX Mep 0€30MaCHOCTH U
KOHTPOJIS.

[Ipennaraembie Mepbl 0€30MACHOCTH OMOTYT BaM npeaoTBPaTHTh XUIleHHE IeHEKHbIX
CPeACTB, BO3MOYKHOE IIPU PEANM3ALNH 3JI0yMBIIIJIEHHUKOM:

— MepexBaTa yNpaBJICHUS] KOMIIBIOTEPOM;

— TOJIy4eHHs Kpunrorpadguueckux Kitoued u maposei gocrymna k cucreme «HHTepHET-
banky;

— MPOBEJACHUS HECAHKIIMOHUPOBAHHOTO MJIaTeXKa B OaHK.

B kauectBe Takux w™mep Kb «Awnrtanbank» OOO mnpenmaraer Bam peanuszoBaTh
CIIeAYIOLIEE:

1. OrpanuueHue a0CTyna K KOMIIBIOTEpPY, C KOTOPOTO OCYHIECTBISETCS pabora ¢
cucremont «MHTepHeT-baHk»

1.1. PacnomaraiiTe KOMIBIOTEP B MOMENIEHWH, OrPAHUYMBAIOIIEM BO3MOXXHOCTh
HECAHKIMOHUPOBAHHOIO I0CTYIA K HEMY.

1.2. IlpenocraBisiiTe mpaBo AOCTyNa K KOMIBIOTEPY TOJBKO JHIIAM, pabOTAIOUIUM C
cucteMont «IHTEpHET-baHK».

1.3. He ocraBnsiite kommnbpioTep 0€3 KOHTPOJS MpPU BKIIOYEHHOM IHUTAaHUM U, B
0COOEHHOCTH, 3arpy>KEHHOM MPOrpaMMHOM oOecrieueHuu cuctemMbl « MTHTepHeT-bank».
1.4. Tlpu mnepeppiBe B paboTe NPOU3BOAMUTE NPOLEAYpY TallleHuss JKpaHa -
aBTOMATUYECKYI0 (aKTUBHPYEMYIO MO BPEMEHHU IMPOCTOs) WM BPYUYHYIO (KOMOMHaALUsA
knaBum <Win> + <L>). Jlng BbIXoJa M3 peXuMMa TallleHUus JKpaHa HacTpoilTe u
UCIIOIB3YWUTE 3aIIpOC BBOJA MApOJIsl JOCTYIIA.

1.5. Ilpu moBcemHeBHOW paboOTe HE HCIOJB3YyWTE Ha KOMIIBIOTEPE YYETHYIO 3alHCh C
M30BITOYHBIMU  (HANIpUMEpP, AAMUHUCTPATOPCKMMHU) MpaBaMu JOCTyNma K pecypcam
KOMIIBIOTEPA.

2. IlpumeHeHne cienruanu3upOBaHHbIX CPEICTB 3aIUTHl KOMIIBIOTEPA OT HEKEIATEIIBHOTO
IIPOrPaMMHOTO BO3JIEUCTBUSI.

2.1. PexoMeHyeTCsl K YCTAaHOBKE:

— ME¥KCETEBOM AKpaH - pa3pellarolIMil JOCTYI K BHEIIHHM CETSIM TOJBKO MpOTpaMMaMm,
HEOOXOMUMBIM Il  paboThl (B dYacTHOocTH ¢ cuctemoi «MHtepHer-baHk»), u
3anpenaoumM J1I000e HEeCaHKIIMOHMPOBAHHOE OOpallleHHe K KOMIBIOTEPY W3 BHEIIHUX
CETEM.

— AHTUBUpYCHas 3alluTa — MpEeAoTBpallaloias NPOHWKHOBEHHE WM aKTHBU3ALMIO Ha
KOMIIBIOTEPE  BPEIOHOCHOTO MPOrpaMMHOro oOecreueHusi (HampuMmep: BHUPYCHI,
MPOrPAMMBI-IITITUOHBI U TIP. ).

— NPOrPAMMHO-TEXHUYECKHUE CPEJICTBA 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO TOCTYTIA.

2.2. OrcyTcTBME WM HENpaBWIbHAs HACTPOWKa/ SKCILTyaTalus CIEeHUaTU3UPOBAHHBIX
CPEACTB 3alUTHl KOMIIBIOTEPA 3HAUNTEIBHO YBEJINYUBAET MOTCHIMAIBHYIO BO3MOKHOCTb
MIPOHUKHOBEHUS BPEAOHOCHOTO IPOrPaMMHOT0 00ecrieyeHusl.
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2.3. Ilpu nogo3peHusix Ha HaJM4Yhe BUPYCOB HA KOMIIbIOTEPE (HarpuMep, HEOKUIaHHBIX
"3aBucaHusax'",  mepe3arpy3kax, HECAHKIIMOHUPOBAHHOM  CETEBOM  aKTUBHOCTH),
pPEKOMEHJyeTCsl BO3JEpXkKaThCs OT MCHOJb30BaHUs cuctembl «MHTepHer-bank» 10
BBISICHEHUS / UCTIPABJICHUS CUTYaIlUH.

3. KoHTpoJb yCTAaHOBIEHHOT'O HAa KOMITBIOTEP MPOrPaMMHOT0 00ecTeueHus

3.1. YcranaBnuBaiiTe TOJIbKO JIMLIEH3MOHHOE MpOrpaMMHOE obecrieueHne, Bo n30exxanue
MOMA/IaHus Ha KOMIIBIOTEP CIIEIUAIbHBIX "IIMHUOHCKUX'" TTporpamMm

3.2. PexomeHnayercs HE YCTaHaBIMBATh Ha KOMIIBIOTEp Oojee OJHOW OmNepalniOHHON
CUCTEMBI, BO M30ekKaHHME HECAHKIMOHUPOBAHHOIO JocTyna K HWHPOpMAMK Ha
KOMITbIOTEPE.

3.3. PerynsipHo nipoBepsiiiTe HaIUUUe OOHOBJICHUM:

— OIEpPalMOHHON CHCTEMbI (KEeIaTeJIbHO B aBTOMAaTHYECKOM PEXHME U, B OCOOEHHOCTH,
MMEIOIIMX OTHOIIEHHE K MH(OPMAIIMOHHON 0€30MaCHOCTH KOMIIBIOTEPA);

— MPpUKIAAHOTO (0(PUCHOTO) IPOrpaMMHOT0 00eCTICUCHUS;

— MEKCETEBOI0 IKpaHa;

— aHTUBHUPYCHOM CHCTEMBI U €€ 0a3.

3.4. HUcnonb3yiiTe TOIBKO JOBEPEHHBIE HCTOYHUKHU JJii OOHOBJICHHUS MPOTrPaMMHOTO
obecrnieueHus (PEKOMEH1yeMble MTPOU3BOIUTENIEM/ TIOCTABIITUKOM ).

3.5. He ycranaBnuBaiiTe OOHOBJICHHS MPOrPAMMHOIO OOECIEeYeHHUs], MOJTyYEHHBIE IO
BJIEKTPOHHOM ITOYTE.

3.6. Ilpu pabote ¢ cucremoinn «MHTepHeT-baHk» HCKIIOYUTE OJHOBPEMEHHBIM C HeH
3aIyCK JIPYTUX MPOTPaMM.

3.7. AKTUBUpPYHTE U IPOBEPANTE BCTPOCHHBIN B ONMEPALMOHHYIO CUCTEMY ayJUT COOBITUI
(ypoBHu: “Ilpunoxenne”, “be3zonacHocts”, “Cucrema”).

3.8. Orkmounte (QYHKIUIO "aBTOMATUYECKOE BBIMOJHEHHUE" MJIA TMOJICOSTUHSIEMBIX K
KOMIIbIOTEPY BHEIIHUX Hocutened uHdopmanuu (Hampumep: ¢em-kapT, KOMIAKT-
JUCKOB), MOCKOJBKY HUMEIOTCS BPEIOHOCHBIE MPOrPaMMbl, PacHpOCTpaHsIEMble HUMEHHO
TUM CIIOCOOOM.

4. Dxcrmyaranus 3JeKTPOHHOM MOYTHl U ceTH MHTepHeT

4.1. PexomeHayeTcs OrpaHUYUTh HWH(OPMAIMOHHBIM OOMEH TOJBKO HAAEKHBIMU
MH(OPMAIIMOHHBIMUA TIOPTaJlaMd U MPOBEPEHHBIMU KOPPECHOHACHTAMH SJIEKTPOHHOU
nouthbl. [Io BO3MOXHOCTH HE HUCHOJIB3YHTE KOMIBIOTEP, C KOTOPOTO OCYIIECTBISAETCS
pabora B cucreme «UWHtepHer-bank», nmns pasBieuenuid u WHrepHeT-cepdunra, He
noceliaiTe  CaWThl ~ COMHHUTENBHOTO  coAepkaHus  (HauOOJbIIME  HMCTOYHUKHU
pacnpocTpaHeHHs] BpEeJOHOCHBIX nporpaMm). Hampumep, BperoHocHasi mporpaMmma MO>KeT
MPOHUKHYTh Ha KOMIIBIOTEp, MNpPU O3HAKOMJIEHMHM C "MHTEPECHOM CCBhUIKOM", wiIn
CKPBIBAThCS TMOJ BCIUIBIBAIOIIMM OKHOM PEKJIAMHOM CCBUIKM Ha caiiTe, WIM B MUCbME OT
AKOOBI 3HAKOMOTO JIHIIA.

4.2. OTHOCUTECh C OCTOPOKHOCTBIO K MOJYy4aeMbIM (B OCOOCHHOCTH HCIIOJIHSIEMBIM)
¢aiinam. He coxpansiiTe U He ycTaHaBiuBaiiTe (ailyibl, MONMyYEeHHBIE W3 HEHAJEHKHBIX
MCTOYHUKOB (HampuMmep, CKayaHHbIEe C HEM3BECTHBIX cailToB MHTEpHET, MpUCIaHHbIE TIO
ANIEKTPOHHON TouTe). B ciyuyae HeoOXomaummocTu 3arpy3ku Qaitna, mpoBeAUTe A0 €ro
3aImycKa MpOBEPKY HA COJEP’KaHUe BUPYCOB U MPOrPAMMHBIX 3aKJIAJOK.

4.3. Jlng cHWXEHUS BEPOATHOCTH HCIOJIB30BAHMS 3JIOYMBIIIJICHHUKOM YSI3BUMOCTEN
Opay3epa pEeKOMEHIIYETCSl YCTAHOBUTh MAaKCHMaJIbHBII YpOBEHb O€30macHOCTH (3amper
A3bIKa Java, 3alpeT CLIEHApUEB, 3alpeT 3arpy3ku diaeMeHToB ActiveX). [l JoBepeHHbIX
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calToB, TpeOYIOIIMUX pa3pelieHUs HUCIOJIHEHUS COOTBETCTBYIOIIUX  3JIEMEHTOB,
HEOOXOIMMO HMHAMBUAYAIbHO pa3pelluTh WX HCIOJHEHHE, A00aBUB CaWThl B CIHCOK
HaJICKHBIX.

4.4. ]Ins orpaHMYEHMs] BO3MOKHOCTH HECAHKIIMOHUPOBAHHOIO I0CTYyIa OT Bamero nmexnun
B cucremy «MHTEpHET-baHK», peKOMEHyeTCa MPEIOCTaBUTh B MMCbMEHHOM BHUJE aJIpec
(IP) xommbioTEpa, ¢ KOTOPOTrO JOCTYMN JAOJHKEH OBITh pas3peli€éH U 3ampenieH JUis Beex
OCTAJIbHBIX.

4.5. O6pamaem Bame BHuUMaHue, 4TO OaHK HHUKOIrJa HE 3alpalllBaeT y KIHEHTOB
KOH(UJICHIIUATbHYI0 HUH(QOpPMAIMIO MO 3JEKTPOHHOM MOYTE, MOITOMY HE OTBEYaTe Ha
nuchMa ¢ MOpock0oil  BbicHaTh cekpeTHbld  kmou O, mapons u  japyrue

KOH(UIEHIIUATbHbIE JAHHBIE. [TonoGHbIe MCbMa CO34aI0TCs TOJIBKO
3JI0yMBIIJICHHUKAMH.

5. Ucnonb3oBanue Kpuntorpadhuyeckux Kirouen

5.1. OrpanunuuBaiTe BO3MO>KHOCTH HECAaHKIMOHUPOBAHHOIO  JIOCTyNa K

KpUNTOrpaUuecKuM KItoyam:

— HE OCTaBIsiTe HOCUTENM Kitoued ©Oe3 mnpucMoTpa (Hampumep, MOCTOSHHO
BCTaBJICHHBIMU B KOMIIBIOTEp), MCHOJIB3YHTE HX TOJBKO B ciydae HEO0OXOJUMOCTHU
3aBEPEHUsI IOKYMEHTOB.

Hanuune y 370yMBIIUIEHHUKA KPUNITOrpaUuecKX KIIOYeH MO3BOJUT €My 3aBEPUTH OT
Baiero uMeH# TOKyMEHT U iepe/iaTh €ro B 0aHK Ha UCTIOTHEHHE.

5.2. Hanmomunaem, 4yTo kpunrorpaduueckue KiIouyu HeoOX0IUMO MEHSATD:

— IUIAHOBO - HE PEXE OJTHOTO pasa B rOJ;

— BHEILIAHOBO - IIPU CMEHE JIUIA, HEMOCPEACTBEHHO PabOTaIOIIETo ¢ KIIIOYaMH, WU MpU
MOJIO3PEHUHU B KOMIIPOMETAIUU KITIOUEH,

6. [IppumeHeHue napoabHOM 3alIUThI

6.1. PexomeHnnyeTcsi yCTaHOBUTH MApOJIbHYIO 3aIUTy Ha Aoctyn kK BIOS komnbrotepa u B
ONEPALIMOHHYIO CUCTEMY.

6.2. Ilepuoanuecku MeHsiiTe maposb s BxoAa B cucremy «MHTepHer-banky» (Hanboiee
ONTHUMAJIBHBIM CPOKOM JIEHCTBUS MAPOJIA SIBISIETCS 3 MecsIia).

6.3. Pexomennyercs ycraHoBuTh PIN-kon (mapons) Ha USB-TokeH, KOTOpBIN 3aIlUTUT
KJIIOYU B CIy4ae UX YTE€pPH WM XUIICHHUS.

6.4. He nepenapaiite napoiu AocTyna K KOMOBIOTEPY JIMIIAM, HE YIIOJIHOMOYEHHBIM JIJIs
pabotel ¢ cucreMoil “UHtepHeT-baHK”, a Takke HE XpaHUTh MAPOJIM B OOIIETOCTYITHOM
MECTE.

6.5. Jns UCKITIOUEeHHSI HECAHKLIIMOHUPOBAHHOTO IOCTYMA K KIIFOUYEBBIM JOKYMEHTaM U/ WU
cucrteMe “MHTepHeT-baHK” MPUMEHSUTE MapOJIM YCTOMYUBBIE K B3JIOMY.

6.6. Pexomenanuu npu BeIOOpE MapoJIs:

— HauBbICIIAs B3JIOMOCTOMKOCTH Mapojsi JOCTUTaeTcs HCIONb30BAHWEM HE MEHee 8
CUMBOJIOB;

— HCTIOJBb3YyWTE B KaueCcTBE MapoJsis KOMOMHAIIMIO 3HAaKOB (OYKB, IU(p U CIEIICUMBOJIOB),
CMBIC]I TOCJEAOBATENILHOCTH KOTOPBIX TPYIHO ONpeneNnuTh (T.e. HEXeJIaTelbHO
UCIIOJIb30BaHUE: MUMEHH, (aMUIIUU, THSA POXKICHHUS U JPYrUX NaMSTHBIX JaT; HOMEpPOB
TenedoHa, aBTOMOOWIISA; ajpeca MECTOXKHUTENIbCTBA W JAPYTUX JAHHBIX, KOTOPHIE MOTYT
OBITH TOI00PAaHBI MyTEM aHAJIW3a JIMYHOCTHOW HH(OpMAIUK), 3TO 3HAYUTEIBHO YCIOKHUT
MpoLEeaypy B3JIOMa aposisi METOJIOM N0100pa;
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— HE HCMOJB3YHTE B KAayeCTBE Mapojsi OJUH U TOT K€ MOBTOPSIOLUIMHCA CHUMBOJ JTUOO
KOMOHMHAIIMI0O W3 HECKOJbKHX CHUMBOJIOB, HaOWMpaeMbIX B 3aKOHOMEPHOM IOpSAJIKE Ha
KJaBuarype (Harpumep, “1234567” unm “qwerty” u T. 11.), “Jlerkuii” napoib 3Ha4YUTEIBHO
o0Jieryaer ero B3JIOM 3JI0YMBIIUIEHHUKaMU U nojiBepraeT Bac rHaHCOBBIM pHcKaM;

— HE NMPUMEHSANTE OJIUH U TOT € MapoJib AJIs JOCTYNA K PA3IUYHBIM 110 YPOBHIO 3aLIUTHI
pecypcaMm (Hampumep: g 3JIEKTpOHHOM mouthl, MHTepHeT u cuctemoin “UHTepHeT-
bank”).

6.7. He pexkoMmeHAyeTCs IMOJB30BATHCA BO3MOKHOCTSAMHU MPOrpaMM, MPEIJIararnx
XpaHEHUE U aBTOMAaTHYECKYIO MOJICTAHOBKY TapoJiel (Hampumep, B Opaysepe).

7. B3aumopeuncrtue ¢ cucteMon «MHTepHeT-baHk»

7.1. BHuMaTenbHO cleauTe 3a COOOUICHUSIMU, KOTOpbIE TMOSBISIIOTCS HAa JKpaHe
KOMIIBIOTEPA.

7.2. Ilpm HeoXHJAaHHOM '"3aBUCAHMU'" KOMIBIOTEpAa B MOMEHT pabOThl C CHCTEMOW
«HTepHeT-banky, ¢ mocleayIOUUM MOJTHBIM 0TKa30M B paboTe, HEOOXOIUMO MTO3BOHUTD
B Omnepanuonnbiii 3a1 Kb «Antan6ank» OOO u ybeautbcs, uyto no Bamemy cuéry ot
Bamiero uMeH# He OTIIPABIIEH IUIATEKX.

7.3. HezamequtenbHO coobimaiite B baHk o ¢akTe HEBO3MOXKHOCTH TOJIYYEHHUS JTOCTyIa
Kk cucteme «MHTepHeT-baHk», MO NMpPUYMHE HECOBNAAEHUSA Mapojsi HA BXOJ B CUCTEMY.
OOBIYHOM MPAKTUKON 3JI0YMBIIUICHHUKOB SBIISETCS CMEHA Mapojisi s MAaCKUPOBKHU
CBOMX JIEUCTBUU U TOIYYEHUS JOMOJHUTEIBHOTO BPEMEHH JJI YCHEIIHOTO BBIMOJIHEHUS
HECAaHKIIMOHUPOBAHHBIX (DMHAHCOBBIX OIEpaIui.

8. [MoaxmtoyaiiTe KOMIBIOTEP K CETH AJNEKTPONMUTAHMS Yepe3 ycTpoiicTBa 6ecriepeOoiHOro
MUTaHUS.
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